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Disclaimer

Copyright © OneAdvanced 2024.

This document contains confidential and / or proprietary information. The content must not be
disclosed to third parties without the prior written approval of Advanced Computer Software
Group Limited or one of its subsidiaries as appropriate (each referred to as “OneAdvanced”).
External recipients may only use the information contained in this document for the purposes of
evaluation of the information and entering into discussions with OneAdvanced and for no other
purpose.

Whilst OneAdvanced endeavours to ensure that the information in this document is correct and
has been prepared in good faith, the information is subject to change and no representation or
warranty is given as to the accuracy or completeness of the information. OneAdvanced does not
accept any responsibility or liability for errors or omissions or any liability arising out of its use by
external recipients or other third parties.

No information set out or referred to in this document shall form the basis of any contract with
an external recipient. Any external recipient requiring the provision of software and/or services
shall be required to enter into an agreement with OneAdvanced detailing the terms applicable to
the supply of such software and/or services and acknowledging that it has not relied on or been
induced to enter into such an agreement by any representation or warranty, save as expressly set
out in such agreement.

The software (if any) described in this document is supplied under licence and may be used or
copied only in accordance with the terms of such a licence. Issue of this document does not entitle
an external recipient to access or use the software described or to be granted such a licence.

The development of OneAdvanced software is continuous and the published information may not
reflect the current status. Any particular release of the software may not contain all of the facilities
described in this document and / or may contain facilities not described in this document.

Advanced Computer Software Group Limited is a company registered in England and Wales with
registration number 05965280 whose registered office is at The Mailbox Level 3, 101 Wharfside
Street, Birmingham, B1 1RF.

A full list of its trading subsidiaries is available at www.oneadvanced.com/privacy-policy/
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1. Introduction

ProAPI enables the secure connection between The on-premise version of ProSolution and other
SaaS based OneAdvanced products.

Current integrations available that utilise ProAPI are:

e MIS (ProSolution) and Financials
e MIS (ProSolution) and LMS Onboarding
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2. Pre-Requisites

2.1 Versions
The following version of ProAPI needs to be installed:

e ProAPI version 25.2.0 or later

2.2. ProAPI Setup

2.2.1. General Information

ProAPI needs to be installed in IIS (Internal Information Server). This IIS installation will need to
be in a place that will allow ProAPI to make further API calls to the existing ProSolution internal
web application which will be on a separate IIS server.
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Other incoming APIs
Prasmatic E.g. Enrolment Requests

Incoming Public APls

College DMZ
ProAPI installation and 3 R
= 3 ProAP1 just forwards
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call to the same place the —

ProProduct's Web Site 5\
lives College Local Intranet

Prol
Web

nitor for each API is all done in

Ntl Permissions and access
ernver the relevant ProProduct

Existing ProProduct
installations

ProSolution ProMonitor
S0L Server S0L Server

I L3 monitor
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The diagram above shows the recommended setup and use of firewalls so that, although
incoming API calls can come to ProAPI, no external access will be given to the ProSolution
internal web site.

2.2.2. ProAPI Installation
On installation of ProAPI, the setup wizard guides the user through the steps.

e On the first step of the installation wizard, the user should select to install ProAPI. On
subsequent releases of ProAPI the upgrade option should be selected.

ProAPl Setup 24.1.0

Welcome
Web Details
Upgrade

PFAP I

Welcome to the new ProAPT Setup Wizard.
This wizard will step you through the process of installing/upgrading ProAPI to version 24.1.0

Flease read any release notes carefully before continuing.

Install or Upgrade?

O Install ProAPI 24,1.0

® Upgrade an existing version of ProAPI to version 24.1.0

Cancel < Back Einish

e On the second step of the setup wizard enter the details of the location where ProAPI will
be hosted. The ProAPI folder will not be created automatically when installed so the
user must create this whilst installing to ensure existing files in other folders are not
overwritten.

18/05/26 Version 2 5



oneAdvanced

ProAPl Setup 24.1.0

Web Details
Welcome

Upgrade Enter the details for the location of the ProAPI web application.

Firish Web site: Default Web Site

Web Files location: Criinetpubwwwroot\ProaPI

Use Windows Authentication: [

Cancel < Back Einish

e After entering the details, the user should click on Next and the installation/upgrade will
start.

e Once completed the user should click on Finish.

2.2.3 ProAPI Settings

Once installed, a single config file requires editing in ProAPI to enable ProAPI to connect to MIS
(ProSolution).

The config file can be found in the root folder of the ProAPI installation. The config file is named
“AppSettings.ProSuite.config".

ProAPI is designed for future use with other Pro products. The settings in the config file need to
be edited for the appropriate product.

e Under the ProSolution node, edit the highlighted line to include the APl address URL of
your instance of ProSolution Web.

<ProSuiteSettings CORSOrigins="*">
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<ProSolution APIAddress="https://yourservername/ProSolution/"/>
</ProSuiteSettings>

If for example https://yourservername/ProSolution/Pages/Home/Home.aspx is your home page
URL then the address to add to this config would be https://yourservername/ProSolution/.

2.2.3 ProAPI Credentials

Once the config file has been updated, the API credentials need to be set up and accessed to
enable connection.

These credentials will be the same credentials used for any integrations where ProAPI is utilised.
To obtain the credentials the following steps should be taken:

e Loginto MyWorkplace with the admin credentials that would have been provided to you
via the URL: https://MyWorkplace.Oneadvanced.com

e Navigate to Apps — Integrations — API Clients

e C(Click on the + Add Client button

@ Byt saadanced oo o 0O [e—
fror=T) =) Prod a

API clients TS

Clients

Hame Chent I Bescription Type Satun Aetiom

Mo records yet

e Complete the following fields:
o Name
o Type (select Confidential)
o Grant types (Client Credentials)
o Owner email (Any user from the associated organisation (e.g., a college admin))

e Click Add
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Add API client X

Name*

E= |

Description

Salesforce account to customer integration ‘

Type
() puse

© convsonia

p——
[ crent credentils*

[] Autherization Code [with PKCE)

Roles
["] user admin

[[] customer admin

Owner's details

Name.

Advanced

e Save the Client Secret somewhere safe as it will not be possible to retrieve it later. This
is as important as a password so should be handled with the same level of security.

e Copy the Client Id

e Navigate to Apps — System Settings — Organisation

e Alist of Organisations will be displayed

(DFEDEV A7 - CLEUDBTESTNG | B Product Hub ©N Chirtan Maik

Edit organisation ===

Gearch T grgansatien
o e
O Organiation name Description Status Actions
clfa-rioas ate-dey DHE Cow A3 - CloudTesring - i Enabiod n

Prev Mot

e Create a new organisation if one has not yet been created.

e Copy the generated Organisation reference
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2.2.4 ProAP| System Settings
ProSolution now contains new system settings to store the ProAPI credentials.

The system settings can be found under Maintenance > System > System Settings in a new
system setting area of Pro API.

News Feed ‘ Motifications

System Setting Area:  Pro AP ~

Desaription Setting

= Advanced 550 - Client ID

" ddvanced 550 T |

= Advanced S50 - Organisation Reference

e Edit the system setting Advanced SSO - Certificate URL Suffix. This is a fixed value and
should be:

/protocol/openid-connect/certs

e Edit the system setting Advanced SSO - Client ID. This should be the Client ID copied
from MyWorkplace in section 2.2.3 of this user guide.

e Edit the system setting Advanced SSO - Issuer. This is a fixed value and should be:

For Staging: https://dev.identity.oneadvanced.io/auth/realms/

For Production: https://identity.oneadvanced.com/auth/realms/

e Edit the system setting Advanced SSO - Organisation Reference. This should be the
Organisation reference copied from MyWorkplace in section 2.23 of this user guide.
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Appendix

ProAPI Authentication (LDAP) fails with 401 Unauthorized
error

When ProSolution Web is configured with Windows Authentication (LDAP / Active
Directory):

e Browser access works
e ProAPI = ProSolution API calls fail with 401 Unauthorized X

This occurs due to authentication delegation (double-hop) limitations.

Resolution
Create a secondary instance of ProSolution Web configured with:

o Anonymous Authentication
o Forms Authentication
This instance will used only for ProAPI communication

1. Copy Existing ProSolution Website
Locate your current ProSolution folder, for example:
C:\Advanced\ProSolution
Create a copy:

C:\Advanced\ProSolution_API

2. Create a new Application in IIS
o Open IIS Manager
o Right-click on the existing ProSolution site
o Select Add Application
e Configure:
o Alias: api (or ProSolution_API)
o Physical Path: C:\Advanced\ProSolution_API

3. Configure Authentication

Navigate to:
IIS > New Application > Authentication
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Set:
o Anonymous Authentication > Enabled
o Forms Authentication > Enabled
o Windows Authentication > Disabled

4. Verify Authentication Configuration (IIS vs web.config)
In the copied application folder, check the web.config file for authentication settings:

<system.web>
<authentication mode="Forms" />

</system.web>

If there is any mismatch, update the web.config to enable Forms authentication, as
shown above.

5. Update ProAPI Configuration
Navigate to the ProAPI installation folder
Locate and open the file: AppSettings.ProSuite.config
Find and update following configuration entry to point to the newly created application:

<ProSolution APIAddress="https://mysite.com/ProSolution_API/" />

6. Validate End-to-End

ProAPl - New Application = Success

7. Deployment Consideration:
This is a duplicated application. Any updates must be applied to:
o Main ProSolution site

o APl application copy

8. Final Outcome
o End users > Main ProSolution (Windows Authentication)
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o ProAPI > Secondary application (Forms)

Both function independently without authentication conflicts.
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Powering the world of work

Our business software is the trusted choice for critical sectors, including
healthcare, legal services, and education. We keep the world of work moving.

Speak to our expert consultants for personalised advice & recommendations,
& get support on the products you are interested in.

Contact us

R, +44(0) 330 343 4000 T www.oneadvanced.com [ hello@oneadvanced.com

Advanced Computer Software Group Limited is a company registered in England and Wales under company number 05965280, whose
registered office is: The Mailbox, Level 3, 101 Wharfside Street, Birmingham, B1 1RF. A full list of its trading subsidiaries is available at

http://www.oneadvanced.com/legal-privacy



