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Abstract

This document provides an overview of Microsoft Azure compliance offerings intended to help
customers meet their own compliance obligations across regulated industries and markets worldwide.
Azure maintains the largest compliance portfolio in the industry both in terms of breadth (total number
of offerings), as well as depth (humber of customer-facing services in assessment scope).
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Overview

Azure is a multi-tenant hyperscale cloud platform that is available or announced to customers in 60+
regions worldwide. Most Azure services enable customers to specify the Region where their Customer
Data will be located. Microsoft may replicate Customer Data to other Regions within the same Geo for
data resiliency but Microsoft will not replicate Customer Data outside the chosen Geo (e.g., United
States). Microsoft makes 4 distinct Azure cloud environments available to customers:

e Azure public cloud service is available globally.

e Azure in China is available through a unique partnership between Microsoft and 21Vianet, one
of the country’s largest Internet providers.

e Azure Government is available from 3 regions in the United States to US government agencies
and their partners.

e Azure Government for DoD is available from 2 regions in the United States to the US
Department of Defense

To help customers meet their own compliance obligations across regulated industries and markets
worldwide, Azure maintains the largest compliance portfolio in the industry both in terms of breadth
(total number of offerings), as well as depth (number of customer-facing services in assessment scope).
To find out which Azure services are available in which regions, customers should explore the Azure

global infrastructure product availability dashboard.

Azure compliance offerings are grouped into four segments: globally applicable, US government,
industry specific, and region/country specific. Compliance offerings are based on various types of
assurances, including formal certifications, attestations, validations, authorizations, and assessments
produced by independent third-party auditing firms, as well as contractual amendments, self-
assessments, and customer guidance documents produced by Microsoft.

e Globally Applicable: Compliance offerings in this segment have global applicability across
regulated industries and markets. They can often be relied upon by customers when addressing
specific industry and regional compliance obligations. For example, ISO 27001 certification
provides a baseline set of requirements for many other international standards and regulations.

e US Government: Compliance offerings are focused primarily on addressing the needs of US
Government. Azure, Azure Government, and Azure Government for DoD have the same
comprehensive security controls in place, as well as the same Microsoft commitment on the
safeguarding of Customer Data. Azure Government provides additional controls regarding US
Government specific background screening requirements, including maintaining US persons for
Azure Government operations. Azure Government for DoD is reserved for exclusive use by the
Department of Defense.

e Industry Specific: Compliance offerings are intended to address the needs of customers subject
to various industry regulations such as those in financial services, healthcare and life sciences,
media and entertainment, education, etc. Azure is not subject directly to oversight by these
regulators; however, Azure can help customers meet their own compliance requirements by
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furnishing a variety of documents ranging from formal independent third-party assessments to
guidance documentation and contractual commitments produced by Microsoft.

e Region / Country Specific: The compliance offerings are specific to various regional and country
laws and regulations. Some of these offerings are based on independent third-party
certifications and attestations, whereas others provide contract amendments and guidance
documentation to help customers meet their own compliance obligations.

Each Azure Compliance offering across all of the above 4 segments is detailed at Azure Compliance
Offerings. It provides an up-to-date scope indicating which Azure customer-facing services are in the
assessment, as well as links to downloadable resources to assist customers with their own compliance
obligations. For select third-party assessments, Appendices A and B list services in audit scope for
Azure and Azure Government, respectively.

Additional detailed information about Azure compliance offerings is available from the Trust Center.
Moreover, all downloadable documentation is available to Azure customers under a non-disclosure
agreement from the Service Trust Portal in sections labeled:

e Certifications, Regulation and Standards: which further provides links to FedRAMP, GRC
Assessment, I1SO, PCI DSS, and SOC reports sections;

e Reports, Whitepapers and Artifacts: which further provides links to BCP and DR, FAQ and White
Papers, Pen Test and Privacy and Data Protection sections;

e Industry and regional Resources: which further provides links to Financial Services, Healthcare
and Life Sciences, Media and Entertainment, United States Government (NIST), Regional
Certification and Resources and Other Industries section.

Customers are wholly responsible for ensuring their own compliance with all applicable laws and
regulations. The information provided in this document does not constitute legal advice, and customers
should consult their legal advisors for any questions regarding regulatory compliance.
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Appendix A: Azure Services in Audit Scope!
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APl Management
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App Service: APl Apps

App Service: Mobile Apps

App Service: Web Apps
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App Service: Static Web Apps

Application Change Analysis
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Application Gateway
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Automation

Azure Active Directory (Free and Premium P1 + P2)

Azure Active Directory B2C

v v v v

Azure Active Directory Domain Services

v v v v v v v v v v v v v v v v v v Vv
v v v v v v v v vV v v v v Vv

v v v v v v v v v v Vv

Azure Advisor

v v v v

Azure Analysis Services

Azure Applied Al Services

v

v v v v v v v v v v v v v v v v
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v v v v v v v v v Vv

Azure Health Data Services

v

Azure App Configuration

v

Azure Arc enabled servers®

v v v v v v Vv

Azure Arc-enabled SQL Server®
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Azure Service
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Azure Arc enabled Kubernetes
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Azure Bastion

v

v v v v

Azure Blueprints
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Azure Bot Service
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Azure Cache for Redis

Azure Center for SAP Solutions

Azure Chaos Studio

v v v v v v v v vV v v v v v vV v v vV Vv

Azure Cognitive Search

v v v v
v v v v v v v v v v v v v v v v

Azure Container Apps

v v v v

Azure Container Service

Azure Communication Services*

v v v v v v v v v v v v v v v v vV v v v VY

Azure Cosmos DB

v v v v v v Vv
v v v v v v v v v v Vv

v v v v v v v v v

Azure Cost Management and Billing

v

v v v v

Azure Data Box’

Azure Stack Edge (formerly Data Box Edge)®

v v v v v v v v v v v v v v v v v v Vv
v v v v v v v v v v v v v Vv v v

Azure Data Explorer

v

Azure Data Lake Storage Genl

v v v v v v v v v v v v v v v v v v Vv
v v v v v v v v v v v v vV v v v vV v Vv
v v v v v v v v v v v vV v v Vv v v v Vv

v v v v v v v v v v vV v v Vv

Azure Database for MariaDB
Azure Database for MySQL

Azure Database for PostgreSQL

v v v v

Azure Database Migration Service
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Azure Service
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Azure Databricks?
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v
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Azure Data Share

Azure DDoS Protection
Azure Dedicated HSM

v

v v v v
v v v v

v v v v v v v v v v Vv
v v v v v v v v v v v

Azure Defender for loT

Azure DevOps3

v v v v v v v v v vV v v v v vV v v vV v v v
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Azure DevTest Labs

Azure Digital Twins

Azure DNS
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Azure ExpressRoute

Azure Firewall

Azure Firewall Manager

v

v v v v
v v v v v v v v v v Vv

Azure Fluid Rela

Azure for Education

v v v v v v v v v v v v v v v v v v Vv

Azure Front Door
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Azure Functions

v

Azure Health Bot
Azure HPC Cache

v
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Azure Import/Export

Azure Information Protection

Azure Internet Analyzer
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Azure |loT Central
Azure loT Hub
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Azure Kubernetes Configuration Management
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Azure Kubernetes Fleet Manager

Azure Kubernetes Service (AKS)

Azure Lab Services

Azure Lighthouse

v v v v v v v v v vV v v v v vV v v vV v v Vv

Azure Load Balancer

v

v v v v
v v v v v v v v v v v v v v v v v v Vv
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Azure Load Testing

Azure Machine Learning

v

v v v v

Azure Managed Applications

v v v v
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Azure Managed Experience

Azure Managed Grafana

Azure Managed Instance for Apache Cassandra

Azure Maps

v v v v v v

Azure Media Services

v v v v v v v v v v v v vV v v v vV vV Vv
v v v v v v v v v v v v v v v v v v Vv
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Azure Migrate

Azure Monitor

Azure NetApp Files

v v v v

Azure Network Function Manager

Azure Object Anchors

Classified as Microsoft Confidential


https://azure.microsoft.com/en-us/services/iot-central/
https://azure.microsoft.com/en-us/services/iot-hub/
https://docs.microsoft.com/en-us/azure/azure-arc/kubernetes/tutorial-use-gitops-connected-cluster
https://azure.microsoft.com/en-us/products/kubernetes-fleet-manager/
https://azure.microsoft.com/en-us/services/container-service/
https://azure.microsoft.com/en-us/services/lab-services/
https://azure.microsoft.com/en-us/services/azure-lighthouse/
https://azure.microsoft.com/en-us/services/load-balancer/
https://azure.microsoft.com/en-us/products/load-testing/#overview
https://azure.microsoft.com/en-us/services/machine-learning/
https://azure.microsoft.com/en-us/services/managed-applications/
https://azure.microsoft.com/en-us/services/managed-grafana/
https://azure.microsoft.com/en-us/services/managed-instance-apache-cassandra/
https://azure.microsoft.com/en-us/services/azure-maps/
https://azure.microsoft.com/en-us/services/media-services/
https://azure.microsoft.com/en-us/services/azure-migrate/
https://azure.microsoft.com/en-us/services/monitor/
https://azure.microsoft.com/en-us/products/netapp/
https://azure.microsoft.com/en-us/products/azure-network-function-manager/
https://azure.microsoft.com/en-us/products/object-anchors/

Microsoft Azure Compliance Offerings

Yvdso asodeduis
YsiH SN3 uteds

€ |97 SO 1IN d10deduls
) Auewiap
dVvdl eljesisny
$Sa 12d

Saeg 1d

SINSI-)

1SNYLIH

vve YVvdIH
INIS-SVS VINISO

€ ‘21208
ST0Z:T006 OSI
610¢:T0LLZ OSI

610¢:810LC OSI
ST0C:LT0LZ OSI

€¢0¢:T00LC OSI
610¢:T0ECC OSI
810¢:T1-0000¢ OSI

uollesany Yvis vsd

uonedyIe) Yvis vsI
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Azure Open Datasets
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Azure OpenAl Service

Azure Payment HSM

Azure Peering Service

v v v v v v v v v v v v v vV v v vV vV Vv

Azure Polic

v

v v v v v v v v v v vV v v

Azure Private Link

v v v v v v v v v v v v v Vv

Azure Public IP
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Azure Public MEC

v v v v Vv

Azure Red Hat OpenShift
Azure Remote Rendering

v v
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Azure Resource Graph

v v v v v v v v vV v v Vv vV v v v VvV VvV VvV vV VY

Azure Resource Manager

v v v v v v v
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Azure Resource Mover

Azure Route Server

v v v v Vv

v v v v v v v v v v v v v

Azure Sentinel

v v v v v v v v vV v v Vv vV v v v VvV VvV vV vV YV
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Azure Service Fabric

Azure Service Health

v v v v v v v v vV v v Vv vV v v v VvV VvV VvV VvV YV

v v v v v v v v v v v v v Vv

v v v v v v v v v v Vv

Azure Service Manager (RDFE)

Azure SignalR Service

Azure Signup Portal

v

v v v v

Azure Singularit
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Azure Site Recovery

v

v v v v v

Azure Spring Apps
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Azure Sphere
Azure SQL

v v v v v v v v v v v v v v v Vv vV vV v vV Y

v v v v v v Vv
v v v v v v v v v vV v v v v vV v v vV v v Vv

v v v v v v v v vV vV v v vV vV VvV vV vV VvV Vv v VY

Azure SQL Edge

Azure Stream Analytics

Azure Synapse Analytics
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Azure Virtual Network Manager

Azure VM Image Builder
Azure VMWare Solution
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Azure Web Application Firewall

Azure Web PubSub
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Azure Spatial Anchors

Backup

Batch
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Cloud Services
Cloud Shell
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Cognitive Services: Anomaly Detector

Cognitive Services: Container Platform
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Cognitive Services: Content Moderator

Cognitive Services: Custom Vision
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Cognitive Services: Face

10

Classified as Microsoft Confidential


https://azure.microsoft.com/en-us/services/site-recovery/
https://azure.microsoft.com/en-us/services/spring-cloud/
https://azure.microsoft.com/en-us/services/azure-sphere/
https://azure.microsoft.com/en-us/services/sql-database/
https://azure.microsoft.com/en-us/products/azure-sql/edge/
https://azure.microsoft.com/en-us/services/stream-analytics/
https://azure.microsoft.com/en-us/services/sql-data-warehouse/
https://azure.microsoft.com/en-us/products/virtual-network-manager/
https://azure.microsoft.com/en-us/services/image-builder/
https://azure.microsoft.com/en-us/services/azure-vmware/
https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/ag-overview
https://azure.microsoft.com/en-us/products/web-pubsub
https://azure.microsoft.com/en-us/services/spatial-anchors/
https://azure.microsoft.com/en-us/services/backup/
https://azure.microsoft.com/en-us/services/batch/
https://azure.microsoft.com/en-us/services/cloud-services/
https://azure.microsoft.com/en-us/features/cloud-shell/
https://azure.microsoft.com/en-us/services/cognitive-services/anomaly-detector/
https://azure.microsoft.com/en-us/services/cognitive-services/content-moderator/
https://azure.microsoft.com/en-us/services/cognitive-services/custom-vision-service/
https://azure.microsoft.com/en-us/services/cognitive-services/face/

Microsoft Azure Compliance Offerings
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Azure Service

v v v v v v v v v v v vV vV VY

AR AR AR AR A ARAR A,

Cognitive Services: Form Recognizer

Cognitive Services: Immersive Reader

v v v v

v v v v v v v v v v v v v Vv

v v v v v v v v v Vv

Cognitive Services: Language Understanding

Cognitive Services Metrics Advisor

v v v v v v vV v v v VY

Cognitive Services: Personalizer

v v v v
v v v v
v v v v
v v v v
v v v v
v v v v

v v v v v v v v v v v v v Vv
v v v v v v v v v vV v v vV VY
v v v v v v v v v v v v v Vv
v v v v v v v v vV v v v vV YV
v v v v v v v v v v v v v Vv
v v v v v v v v v v v v vV Vv

Cognitive Services: QnA Maker

Cognitive Services: Speech Services

Cognitive Services: Text Analytics

Cognitive Services: Translator

Cognitive Services: Video Indexer

Cognitive Services: Vision

v v v v v v v v v v v v v v v v v v Vv
v v v v v v v v v v v v vV v v v vV vV Vv
v v v v v v v v v v v v v v v v vV v Vv

v v v v v v v v vV v Vv

Container Instances

Container Registry

Content Delivery Network

Customer Lockbox for Microsoft Azure

v v v v v v v v v v v v v v v v v v Vv
v v v v v v v v v v v v vV v v v vV vV Vv

Data Catalo

Data Factor

v v v v v v v v v v v v v v v v vV v v v VY

Data Lake Analytics

v v v v
v v v v v v v v v v v v v Vv

Device Update for loT Hub

Event Grid

v v v v

v v v v v v v v v v v v v v VvV vV vV VvV vV vV Vv

Event Hubs
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https://azure.microsoft.com/en-us/products/form-recognizer
https://azure.microsoft.com/en-us/products/immersive-reader/
https://azure.microsoft.com/en-us/services/cognitive-services/language-understanding-intelligent-service/
https://azure.microsoft.com/en-us/products/metrics-advisor
https://azure.microsoft.com/en-us/services/cognitive-services/personalizer/
https://azure.microsoft.com/en-us/services/cognitive-services/qna-maker/
https://azure.microsoft.com/en-us/services/cognitive-services/speech-services/
https://azure.microsoft.com/en-us/services/cognitive-services/text-analytics/
https://azure.microsoft.com/en-us/services/cognitive-services/translator/
https://azure.microsoft.com/en-us/services/media-services/video-indexer/
https://azure.microsoft.com/en-us/services/cognitive-services/computer-vision/
https://azure.microsoft.com/en-us/services/container-instances/
https://azure.microsoft.com/en-us/services/container-registry/
https://azure.microsoft.com/en-us/services/cdn/
https://docs.microsoft.com/en-us/azure/security/fundamentals/customer-lockbox-overview
https://azure.microsoft.com/en-us/services/data-catalog/
https://azure.microsoft.com/en-us/services/data-factory/
https://azure.microsoft.com/en-us/services/data-lake-analytics/
https://learn.microsoft.com/en-us/azure/iot-hub-device-update/understand-device-update
https://azure.microsoft.com/en-us/services/event-grid/
https://azure.microsoft.com/en-us/services/event-hubs/
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Azure Service

v v v v v v v

AN

Guest Configuration

HDInsight

>
>
>
>
>
>
>
>
>
>
>
>
>
S
S
S
>
>
>
>
S

v v v v v v v v v v v
v v v v v v v v v Vv

Intelligent Recommendations

IP Services
Key Vault
Logic A

v v v v v v v v v v v v v v v Vv vV vV v v Y

v v v v

v v v v v v v v vV vV v v vV VY

S

v v v v v v Vv
v v v v v v v v v v v v vV vV VvV vV v VvV Vv v VY

v v v v v v v v v v Vv
v v v v v v v v v v Vv

Lustre as a Service

Machine Learning Studio (Classic)

Microsoft Autonomous Development Platform

Microsoft Azure Attestation

v v v v v v v v v v v v v v v v vV v v v YV

Microsoft Azure Portal

v v v v

v v v v v v v v v Vv

Microsoft Azure Managed Instance for Apache

Cassandra

v v v v v v v v v Vv

Microsoft Cloud for Financial Services

v v v v v v v v vV v Vv

Microsoft Cloud for Sustainability

v v v v v v v v v v v v v v v v vV v v v VY

v v v v v v v v v v v v v Vv v v
v v v v v v v v v v v v v v v v

Microsoft Defender for Cloud

v
v

Microsoft Genomics

Azure Purview

v v v v v v v v vV v v Vv vV v v v VvV VvV VvV VvV YV
v v v v v v v v v v v v v v v v v v Vv

v v v v v v v v v v Vv

Multi-Factor Authentication

Network Watcher

v v v v

Nomination Portal

v v v v v v v v v v v v v v Vv v v v v v Vv

Notification Hubs
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https://docs.microsoft.com/en-us/azure/virtual-machines/extensions/guest-configuration
https://azure.microsoft.com/en-us/services/hdinsight/
https://docs.microsoft.com/en-us/industry/retail/intelligent-recommendations/overview#business-applications-of-recommender-systems
https://learn.microsoft.com/en-us/azure/virtual-network/ip-services/ip-services-overview
https://azure.microsoft.com/en-us/services/key-vault/
https://azure.microsoft.com/en-us/services/logic-apps/
https://azure.microsoft.com/en-in/resources/templates/intel-lustre-client-server/
https://azure.microsoft.com/en-us/services/machine-learning-studio/
https://www.microsoft.com/en-us/ai/autonomous-systems
https://azure.microsoft.com/en-us/services/azure-attestation/
https://azure.microsoft.com/en-us/features/azure-portal/
https://azure.microsoft.com/en-us/products/managed-instance-apache-cassandra/?OCID=AIDcmm5edswduu_SEM_d10148f96fb610dd74062ce23f13dfc9%3AG%3As&ef_id=d10148f96fb610dd74062ce23f13dfc9%3AG%3As&msclkid=d10148f96fb610dd74062ce23f13dfc9
https://azure.microsoft.com/en-us/products/managed-instance-apache-cassandra/?OCID=AIDcmm5edswduu_SEM_d10148f96fb610dd74062ce23f13dfc9%3AG%3As&ef_id=d10148f96fb610dd74062ce23f13dfc9%3AG%3As&msclkid=d10148f96fb610dd74062ce23f13dfc9
https://docs.microsoft.com/en-us/dynamics365-release-plan/2021wave2/industry-clouds/financial-services/
https://www.microsoft.com/en-in/sustainability/cloud
https://www.microsoft.com/en-us/security/business/cloud-security/microsoft-defender-cloud
https://azure.microsoft.com/en-us/services/genomics/
https://azure.microsoft.com/en-us/products/purview/
https://azure.microsoft.com/en-us/services/multi-factor-authentication/
https://azure.microsoft.com/en-us/services/network-watcher/
https://www.microsoft.com/azure/partners/fasttrack-for-azure#fasttrack-for-azure-customer-nomination
https://azure.microsoft.com/en-us/services/notification-hubs/

Microsoft Azure Compliance Offerings
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Azure Service

v v v v

v v v v v v v v vV v Vv

Planned Maintenance

v v v v v v v v v v v v v vV v v vV vV Vv

v v v v v v v v v v Vv

Power Bl Embedded

Quota+ Usage Blade

v v v v v v v v v v v v v v v Vv vV vV v vV Y

Service Bus

v v v v

v v v v v v v v v vV v v v v vV v v vV v v Vv
v v v v v v v v vV vV v v vV vV VvV vV vV VvV Vv v VY
v v v v v v v v v vV v v v v vV v v vV v v Vv
v v v v v v v v v v v v vV v v v VvV VvV Vv vV YV
v v v v v v v v v v v v v v v v vV v v v VY
v v v v v v v v v v vV v vV v v v VvV VvV VvV vV VY
v v v v v v v v v v v v v v v v vV v v v VY

v
v v v v v v v v v v Vv

v v v v

Service Connector

Storage: Archive Storage

Storage: Blobs (incl. Azure Data Lake Storage Gen 2)

Storage: Disks (incl. Managed Disks)

Storage: Files

Storage: Queues

Storage: Tables

StorSimple

v v v v v v

SQL Server Stretch Database

v

v v v v v v v v v v v v v v v vV

Time Series Insights

v v v v v v v v vV v v Vv vV v v v VvV VvV VvV vV VY

v v v v v v v v v v Vv
v v v v v v v v vV vV s

Traffic Manager

Trusted Hardware ldentity Management

Update Compliance

v v v v v v v v v v v v v v v v vV v v v VY
v v v v v v v v vV v v Vv vV v v v VvV VvV vV vV YV
v v v v v v v v v v v v v v vV v v v v v Vv

Virtual Machine Scale Sets

Virtual Machines (incl. Reserved Instances)

Virtual Network

v v v v v v Vv

Virtual Network Address Translation (NAT)
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https://azure.microsoft.com/en-us/services/power-bi-embedded/
https://docs.microsoft.com/en-us/azure/azure-portal/supportability/view-quotas
https://azure.microsoft.com/en-us/services/service-bus/
https://learn.microsoft.com/en-us/azure/service-connector/overview
https://azure.microsoft.com/en-us/products/storage/
https://azure.microsoft.com/en-us/services/storage/blobs/
https://azure.microsoft.com/en-us/services/storage/disks/
https://azure.microsoft.com/en-us/services/storage/files/
https://azure.microsoft.com/en-us/services/storage/queues/
https://azure.microsoft.com/en-us/services/storage/tables/
https://azure.microsoft.com/en-us/services/storsimple/
https://azure.microsoft.com/en-us/products/sql-server-stretch-database
https://azure.microsoft.com/en-us/services/time-series-insights/
https://azure.microsoft.com/en-us/services/traffic-manager/
https://learn.microsoft.com/en-us/azure/security/fundamentals/trusted-hardware-identity-management
https://learn.microsoft.com/en-us/windows/deployment/update/update-compliance-get-started
https://azure.microsoft.com/en-us/services/virtual-machine-scale-sets/
https://azure.microsoft.com/en-us/services/virtual-machines/
https://azure.microsoft.com/en-us/services/virtual-network/
https://docs.microsoft.com/en-us/azure/virtual-network/nat-overview

Microsoft Azure Compliance Offerings
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Virtual WAN v v v v v v v v v v v v v v v Vv v v v v

VPN Gateway v v v v Vv v v v Yy v v v v Y v v v v v v
Azure Virtual Desktop v v v v v v v v v v v v Vv v v v v

Windows 10 IoT Core Services v v Y v v v v v v v v v v Vv v v v

! For the Azure FedRAMP High, DoD SRG, and NIST CSF Scope please refer to the following site.

2 Azure Databricks SOC attestation includes SOC 1 Type 2, SOC 2 Type 2 and SOC 3 reports.

3 Service has only achieved the certificates listed in the table above, any other inherited scope references are not applicable.

4 Service operates under the same infrastructure that powers Microsoft Teams. As such, please refer to 0365’s compliance offerings that this service adheres with (LINK).

5 Certifications for edge devices (such as Azure Data Box and Azure Stack Edge) apply only to Azure online services component of the service which support on-premises,
customer-managed devices.

SCertifications for Arc enabled offerings (such as Azure Arc enabled Servers, Azure Arc-enabled SQL Servers) apply only to Azure online services component of the offering which
support on-premises or customer-managed services.
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https://azure.microsoft.com/en-us/services/virtual-wan/
https://azure.microsoft.com/en-us/services/vpn-gateway/
https://azure.microsoft.com/en-us/services/virtual-desktop/
https://azure.microsoft.com/en-us/services/windows-10-iot-core/
https://docs.microsoft.com/en-us/azure/azure-government/compliance/azure-services-in-fedramp-auditscope
https://aka.ms/Office365ComplianceOfferings

Microsoft Azure Compliance Offerings

Appendix B: Azure Government Services in Audit Scope'

Azure Government Service

APl Management
App Service: APl Apps

App Service: Mobile Apps

App Service: Web Apps

App Service: Static Web Apps

Application Change Analysis

Application Gateway

Automation

Azure Active Directory (Free and Basic)

Azure Active Directory (Premium P1 + P2)

Azure Active Directory Domain Services

Azure Active Directory B2C

Azure Advisor

Azure Analysis Services

Azure Applied Al Services

Azure Health Data Services

Azure App Configuration

Azure Arc enabled Kubernetes

Azure Arc enabled servers

Classified as Microsoft Confidential
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https://azure.microsoft.com/en-us/services/api-management/
https://azure.microsoft.com/en-us/services/app-service/api/
https://azure.microsoft.com/en-us/services/app-service/mobile/
https://azure.microsoft.com/en-us/services/app-service/web/
https://azure.microsoft.com/en-us/services/app-service/static/
https://docs.microsoft.com/en-us/azure/azure-monitor/change/change-analysis
https://azure.microsoft.com/en-us/services/application-gateway/
https://azure.microsoft.com/en-us/services/automation/
https://azure.microsoft.com/en-us/services/active-directory/
https://azure.microsoft.com/en-us/services/active-directory/
https://azure.microsoft.com/en-us/services/active-directory-ds/
https://azure.microsoft.com/en-us/services/active-directory-b2c/
https://azure.microsoft.com/en-us/services/analysis-services/
https://azure.microsoft.com/en-us/product-categories/applied-ai-services/
https://azure.microsoft.com/en-us/products/health-data-services/
https://azure.microsoft.com/en-us/services/app-configuration/
https://azure.microsoft.com/en-us/services/azure-arc/
https://docs.microsoft.com/en-us/azure/azure-arc/servers/overview

Microsoft Azure Compliance Offerings

Azure Government Service

Azure Bastion
Azure Blueprints
Azure Bot Service

Azure Cache for Redis

Azure Cognitive Search

Azure Container Service

Azure Cosmos DB

Azure Cost Management and Billing

Azure Data Box?

Azure Stack Edge (formerly Data Box Edge)?

Azure Data Explorer

Azure Data Lake Storage Genl

Azure Data Share

Azure Database for MariaDB
Azure Database for MySQL
Azure Database for PostgreSQL

Azure Database Migration Service

Azure Databricks
Azure DDoS Protection
Azure Dedicated HSM

Azure Defender for loT

Classified as Microsoft Confidential
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https://azure.microsoft.com/en-us/services/azure-bastion/
https://azure.microsoft.com/en-us/services/blueprints/
https://azure.microsoft.com/en-us/services/bot-service/
https://azure.microsoft.com/en-us/services/cache/
https://azure.microsoft.com/en-us/services/search/
https://docs.microsoft.com/en-us/azure/container-service/dcos-swarm/container-service-intro
https://azure.microsoft.com/en-us/services/cosmos-db/
https://azure.microsoft.com/en-us/services/cost-management/
https://azure.microsoft.com/en-us/services/databox/
https://azure.microsoft.com/en-us/products/azure-stack/edge/#overview
https://azure.microsoft.com/en-us/services/data-explorer/
https://docs.microsoft.com/en-us/azure/data-lake-store/data-lake-store-overview
https://azure.microsoft.com/en-us/services/data-share/
https://azure.microsoft.com/en-us/services/mariadb/
https://azure.microsoft.com/en-us/services/database-migration/
https://azure.microsoft.com/en-us/products/databricks/
https://azure.microsoft.com/en-us/services/ddos-protection/
https://azure.microsoft.com/en-us/services/azure-defender-for-iot/

Microsoft Azure Compliance Offerings

Azure Government Service

Azure DevTest Labs
Azure DNS

Azure ExpressRoute

Azure Firewall

Azure Firewall Manager

Azure Front Door
Azure Functions
Azure HPC Cache

Azure Import/Export

Azure Information Protection

Azure loT Central
Azure loT Hub

Azure Kubernetes Configuration Management

Azure Kubernetes Fleet Manager

Azure Kubernetes Service (AKS)

Azure Lab Services

Azure Lighthouse

Azure Load Balancer
Azure Machine Learning

Azure Managed Applications
Azure Maps

Classified as Microsoft Confidential
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https://azure.microsoft.com/en-us/services/dns/
https://azure.microsoft.com/en-us/services/expressroute/
https://azure.microsoft.com/en-us/services/azure-firewall/
https://azure.microsoft.com/en-us/services/firewall-manager/
https://azure.microsoft.com/en-us/services/frontdoor/
https://azure.microsoft.com/en-us/services/functions/
https://azure.microsoft.com/en-us/services/hpc-cache/
https://azure.microsoft.com/en-us/pricing/details/storage-import-export/
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://azure.microsoft.com/en-us/services/iot-central/
https://azure.microsoft.com/en-us/services/iot-hub/
https://docs.microsoft.com/en-us/azure/azure-arc/kubernetes/tutorial-use-gitops-connected-cluster
https://azure.microsoft.com/en-us/products/kubernetes-fleet-manager/
https://azure.microsoft.com/en-us/services/container-service/
https://azure.microsoft.com/en-us/services/azure-lighthouse/
https://azure.microsoft.com/en-us/services/load-balancer/
https://azure.microsoft.com/en-us/services/machine-learning/
https://azure.microsoft.com/en-us/services/azure-maps/

Microsoft Azure Compliance Offerings

Azure Media Services

Azure Migrate
Azure Monitor

Azure NetApp Files

Azure Peering Service

Azure Policy
Azure Private Link

Azure Public IP

Azure Government Service

Azure Red Hat OpenShift

Azure Resource Graph

Azure Resource Manager

Azure Resource Mover

Azure Route Server

Microsoft Defender for Cloud

Azure Sentinel

Azure Service Fabric

Azure Service Health

Azure Service Manager (RDFE)

Azure SignalR Service

Azure Signup Portal

Azure Site Recovery

Classified as Microsoft Confidential
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https://azure.microsoft.com/en-us/services/media-services/
https://azure.microsoft.com/en-us/services/monitor/
https://azure.microsoft.com/en-us/products/netapp/
https://docs.microsoft.com/en-us/azure/peering-service/about
https://azure.microsoft.com/en-us/services/azure-policy/
https://azure.microsoft.com/en-us/services/private-link/
https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
https://azure.microsoft.com/en-us/services/openshift/
https://azure.microsoft.com/en-us/features/resource-graph/
https://azure.microsoft.com/en-us/features/resource-manager/
https://azure.microsoft.com/en-us/services/resource-mover/
https://azure.microsoft.com/en-us/services/route-server/
https://www.microsoft.com/en-us/security/business/cloud-security/microsoft-defender-cloud
https://azure.microsoft.com/en-us/services/azure-sentinel/
https://azure.microsoft.com/en-us/services/service-fabric/
https://azure.microsoft.com/en-us/features/service-health/
https://azure.microsoft.com/en-us/services/signalr-service/
https://azure.microsoft.com/en-us/free/
https://azure.microsoft.com/en-us/services/site-recovery/

Microsoft Azure Compliance Offerings

Azure Government Service

Azure SQL

Azure Stream Analytics

Azure Synapse Analytics

Azure VM Image Builder

Azure Web Application Firewall
Azure Web PubSub

Backup
Batch

Cloud Services
Cloud Shell

Cognitive Services:

Vision

Cognitive Services:

Container Platform

Cognitive Services:

Content Moderator

Cognitive Services:

Custom Vision

Cognitive Services:

Face

Cognitive Services:

Form Recognizer

Cognitive Services:

Language Understanding

Cognitive Services:

Speech Services

Cognitive Services:

Text Analytics

Cognitive Services:

Translator

Cognitive Services:

Personalizer
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https://azure.microsoft.com/en-us/services/sql-database/
https://azure.microsoft.com/en-us/services/stream-analytics/
https://azure.microsoft.com/en-us/services/sql-data-warehouse/
https://azure.microsoft.com/en-us/services/image-builder/
https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/ag-overview
https://docs.microsoft.com/en-us/azure/azure-web-pubsub/overview#:~:text=%20Azure%20Web%20PubSub%20service%20is%20a%20bi-directional,that%20belong%20to%20an%20arbitrary%20group.%20More%20
https://azure.microsoft.com/en-us/services/backup/
https://azure.microsoft.com/en-us/services/batch/
https://azure.microsoft.com/en-us/services/cloud-services/
https://azure.microsoft.com/en-us/features/cloud-shell/
https://azure.microsoft.com/en-us/services/cognitive-services/computer-vision/
https://azure.microsoft.com/en-us/services/cognitive-services/content-moderator/
https://azure.microsoft.com/en-us/services/cognitive-services/custom-vision-service/
https://azure.microsoft.com/en-us/services/cognitive-services/face/
https://azure.microsoft.com/en-us/services/cognitive-services/form-recognizer/
https://azure.microsoft.com/en-us/services/cognitive-services/language-understanding-intelligent-service/
https://azure.microsoft.com/en-us/services/cognitive-services/speech-services/
https://azure.microsoft.com/en-us/services/cognitive-services/text-analytics/
https://azure.microsoft.com/en-us/services/cognitive-services/translator/
https://azure.microsoft.com/en-us/services/cognitive-services/personalizer/

Microsoft Azure Compliance Offerings

Azure Government Service

Cognitive Services: QnA Maker

Cognitive Services: Video Indexer

Container Instances

Container Registry

Content Delivery Network

Customer Lockbox for Microsoft Azure

Data Factory
Event Grid

Event Hubs

Guest Configuration
HDInsight

IP Services

Key Vault

Logic Apps
Machine Learning Studio (Classic)

Microsoft Azure Attestation

Microsoft Azure Portal

Multi-Factor Authentication

Network Watcher

Nomination Portal

Notification Hubs

Classified as Microsoft Confidential
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https://azure.microsoft.com/en-us/services/cognitive-services/qna-maker/
https://azure.microsoft.com/en-us/services/media-services/video-indexer/
https://azure.microsoft.com/en-us/services/container-instances/
https://azure.microsoft.com/en-us/services/container-registry/
https://azure.microsoft.com/en-us/services/cdn/
https://docs.microsoft.com/en-us/azure/security/fundamentals/customer-lockbox-overview
https://azure.microsoft.com/en-us/services/data-factory/
https://azure.microsoft.com/en-us/services/event-grid/
https://azure.microsoft.com/en-us/services/event-hubs/
https://docs.microsoft.com/en-us/azure/virtual-machines/extensions/guest-configuration
https://azure.microsoft.com/en-us/services/hdinsight/
https://learn.microsoft.com/en-us/azure/virtual-network/ip-services/ip-services-overview
https://azure.microsoft.com/en-us/services/key-vault/
https://azure.microsoft.com/en-us/services/machine-learning-services/
https://azure.microsoft.com/en-us/services/azure-attestation/
https://azure.microsoft.com/en-us/features/azure-portal/
https://azure.microsoft.com/en-us/services/multi-factor-authentication/
https://azure.microsoft.com/en-us/services/network-watcher/
https://www.microsoft.com/azure/partners/fasttrack-for-azure#fasttrack-for-azure-customer-nomination
https://azure.microsoft.com/en-us/services/notification-hubs/

Microsoft Azure Compliance Offerings

Azure Government Service

Planned Maintenance

Power Bl Embedded

Power Virtual Agents

Quota+

Usage Blade

Scheduler

Bus

Service

Storage

: Archive Storage

Storage

: Blobs (incl. Azure Data Lake Storage Gen 2)

Storage

: Disks (incl. Managed Disks)

Storage: Files
Storage: Queues
Storage: Tables

StorSimple
SQL Server Stretch Database

Traffic Manager
Virtual Machine Scale Sets

Virtual Machines (incl. Reserved Instances)

Virtual Network

Virtual Network Address Translation (NAT)

Virtual WAN
VPN Gateway

Classified as Microsoft Confidential
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https://azure.microsoft.com/en-us/services/power-bi-embedded/
https://powervirtualagents.microsoft.com/en-us/
https://docs.microsoft.com/en-us/azure/azure-portal/supportability/view-quotas
https://azure.microsoft.com/en-us/services/scheduler/
https://azure.microsoft.com/en-us/services/service-bus/
https://azure.microsoft.com/en-us/products/storage/
https://azure.microsoft.com/en-us/services/storage/blobs/
https://azure.microsoft.com/en-us/services/storage/disks/
https://azure.microsoft.com/en-us/services/storage/files/
https://azure.microsoft.com/en-us/services/storage/queues/
https://azure.microsoft.com/en-us/services/storage/tables/
https://azure.microsoft.com/en-us/services/storsimple/
https://azure.microsoft.com/en-us/products/sql-server-stretch-database
https://azure.microsoft.com/en-us/services/traffic-manager/
https://azure.microsoft.com/en-us/services/virtual-machine-scale-sets/
https://azure.microsoft.com/en-us/services/virtual-machines/
https://azure.microsoft.com/en-us/services/virtual-network/
https://docs.microsoft.com/en-us/azure/virtual-network/nat-overview
https://azure.microsoft.com/en-us/services/virtual-wan/
https://azure.microsoft.com/en-us/services/vpn-gateway/

Microsoft Azure Compliance Offerings
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! For the Azure FedRAMP High, DoD SRG, CJIS, IRS 1075, NIST CSF, and NIST SP 800-171 Scope please refer to the following site.

2 Certifications for edge devices (such as Azure Data Box and Azure Stack Edge) apply only to Azure online services component of the service which support on-premises,
customer-managed devices.
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https://docs.microsoft.com/en-us/azure/azure-government/compliance/azure-services-in-fedramp-auditscope

